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Six Steps to Protect 
Your Clients and 
Protect Yourself  

from Identity Theft

January 26, 2018

Ley Mills
IRS – Stakeholder Liaison

Cost of  Data Theft

Example: Connecticut tax preparer with 800 clients; 
mostly individual with some business tax returns. 

$250,000 Total cost of  data theft

$100,000 Cyber theft insurance coverage

$150,000 Out of  pocket expenses
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Data Theft Costs 

Expenses generally incurred in a data breach
• Legal  
• Information technology  
• Personnel administrative / professional
• Credit monitoring
• State fines 
• Loss of  income as you lose customers
• Decreased value of  tax practice due to smaller 

client base
3

It CAN happen to you!

• Cybercriminals targeting tax professionals

• January-May 2017 – 177 tax professionals reported data 
breaches

• IRS receiving reports from 3 to 5 tax pros each week

• W2 Scams targets: businesses, schools, tribes

• Poses as company executive, asks payroll employee for list 
of  all employees W2s

• 50 victims last year; 200 this year

• Hundreds of  thousands of  new IDT victims
4



1/17/2018

3

1. Review Pub 4557

• Publication 4557, Safeguarding Taxpayer 
Data

• Checklist to review current security 
practices

• Identify your risks

• Create a security plan

• Review your plan annually

6

Publication 4557
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2. Use Best Security Practices

• Learn to recognize and avoid phishing 
emails and phishing scams

• Use strong security software to protect 
against malware and viruses

• Use security functions on your tax prep 
software

• Encrypt taxpayer data

• Use strong, unique passwords
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Data Theft Tactics

• Phishing emails, text or calls

• Pose as trusted organizations

• Embed links to fake websites

• Use malware-infected attachments

• Risks of  opening phishing scams

• Account take-overs (Banks, IRS e-Services, Tax 
Software)

• Computer breaches

• Educate employees on scams/risks

Emerging Scams

• Phishing emails posing as IRS e-Services 

• Phishing emails posing as new clients

• Spoofing emails to payroll personnel 
requesting all employee Forms W-2

• Remote takeover of  tax preparer 
computers

• Variations constantly emerge

• Know your clients; know your employees
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Protecting your client data

• Do you use software that allows you to access your work 

computer from a remote location? Like your home.

• Is that software password protected? 

• Do you use a strong password? A strong password has a 

minimum of 12 alpha, numeric and special characters.

• Is your password timed out when it is repeatedly entered 

incorrectly?

• Is your remote access software restricted to the number of 

hours it is available during the day?   For example from            

7:00 a.m. to 11:00 p.m.
13

Protecting your client data

• Use strong passwords. A strong password has a 
minimum of  12 alpha, numeric and special characters. 
Remember strong passwords have to be used by 
everyone who has access to your client data. 

• Use layers of  passwords. For example a strong 
password for your remote access software and a 
separate strong password for your tax software. In 
addition you should use strong passwords for other 
files containing client information stored on your hard 
drive. 14
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Protecting your client data

• Use password time out software; that is software that 
temporarily locks access to your computer when a password is 
repeatedly entered incorrectly.

• Use geographical IP or internet protocol filtering software to 
prevent hacking from outside the United States.

• Limit the number of  hours your remote access software is 
available during the day. For example from 7:00 a.m. to 11:00 
p.m.  

15

3. Lose data? Call IRS immediately

• Contact your local Stakeholder Liaison
– www.irs.gov keyword search “stakeholder 

liaison” to find contact for your state 
– IRS may be able to help protect your clients 

if  notified quickly
• Review “Data Loss Information for Tax 

Professionals” at IRS.gov/identitytheft for 
additional steps
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Lose data? Business Related

• Report at dataloss@irs.gov

• Details at IRS.gov/identitytheft

• Go to the business section

• Forward W-2 Scam e-mails to 
phishing@irs.gov  

• Enter  “W-2 scam” in subject  line

4. Maintain, monitor & protect EFIN

• Keep e-File Application up-to-date with names, 
addresses and phone numbers

• Monitor use of  your EFIN weekly via your e-File 
application

• Monitor PTIN filings as well from PTIN 
account

• Protect EFIN from theft; avoid e-Services scams

• NOTE: IRS only official source for EFINs
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Protect your EFIN

• IRS reviewing improvements to EFIN safeguards

• Stepped up efforts to expel EFIN abusers;

• Increased on-site visits as part of  monitoring 
process

• EFIN holders should review return numbers during 
filing season

• e-Services Account updated weekly

• Excessive numbers can be reported to
e-Help Desk (866-255-0654)

Access e-Services

• Bullet (28 pt.)

• Bullet (28 pt.)

• Bullet (28 pt.)
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Click Login or Register

• Bullet (28 pt.)

• Bullet (28 pt.)

• Bullet (28 pt.)

Enter Username & Password

• Bullet (28 pt.)

• Bullet (28 pt.)

• Bullet (28 pt.)
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Click on Application

• Bullet (28 pt.)

• Bullet (28 pt.)

• Bullet (28 pt.)

Click on e-file Application

• Bullet (28 pt.)

• Bullet (28 pt.)

• Bullet (28 pt.)
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Top of  e-File Application Menu Page

• Bullet (28 pt.)

• Bullet (28 pt.)

• Bullet (28 pt.)

Bottom of  E-file Application Menu Page

• Bullet (28 pt.)

• Bullet (28 pt.)

• Bullet (28 pt.)
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Top of  EFIN Status Page

• Bullet (28 pt.)

• Bullet (28 pt.)

• Bullet (28 pt.)

Bottom of  EFIN Status Page

• Bullet (28 pt.)

• Bullet (28 pt.)

• Bullet (28 pt.)

• Too many returns filed with your EFIN? 
Contact e-Help Desk (866) 255-0654
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Monitor Your PTIN for 
Suspicious Activity

• Monitor “Returns Filed per PTIN” 

• Information available via online PTIN system for tax 
preparers who meet both of  the following criteria:

• Have a professional credential or are an Annual 
Filing Season Program participant, and

• Have at least 50 Form 1040 series tax returns 
processed in the current year

How to Access PTIN Information

To access “Returns Filed Per PTIN” information, 
follow these steps:

1. Log into your PTIN account 

2. From the Main Menu, find “Additional Activities” 

3. Under Additional Activities, select “View Returns 
Filed Per PTIN” 
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Returns Filed per PTIN Chart

• Bullet (28 pt.)

• Bullet (28 pt.)

• Bullet (28 pt.)

Report Misuse of  your PTIN

• Number of  returns processed is greater than the 
number of  returns prepared = possible misuse of  a 
PTIN

• Report misuse of  PTINs:

• Form 14157, Complaint: Tax Return Preparer
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Report Misuse of  your PTIN

5. Educate Clients and Staff

• Ongoing education public education 
campaign: Taxes. Security. Together. 

• Share Publication 4524, Security Awareness 
for Taxpayers, with clients

• Ensure all staff  are aware of  and maintain 
security protocols
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6. Spread the Word on W2 Scam

• Poses as company executive, asks payroll 
employee for list of  all employees W2s
– 50 victims last year; 200 this year
– Hundreds of  thousands of  new IDT 

victims
• Targets: businesses, public schools, 

universities, tribes
• Employer/victims should email 

dataloss@irs.gov and provide POC 

Recap

1. Review Pub 4557 to create a security plan

2. Use best security practices at all times

3. Contact IRS immediately of  data loss

4. Maintain, monitor and protect EFIN

5. Educate clients and staff

6. Warn employers about W2 scam

Bonus – stay in contact with IRS, via e-News for Tax 
Professionals, Quick Alerts and Social Media
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Resources
(Federal Trade Commission)

FTC/consumer or business.ftc.gov

• Data Breach Response: A Guide for Business

• Start with Security: A Guide for Business                
(Lessons Learned from FTC Cases)

• Protecting Personal Information: A Guide for 
Business

(FTC publications are free with free 
shipping)
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IRS Resources

• Protect Your Clients; Protect Yourself  
www.irs.gov/individuals/protect-your-clients-protect-yourself

• Data Theft Information for Tax Professionals 
www.irs.gov/individuals/data-theft-information-for-tax-
professionals

• IRS Security Awareness Tax Tips www.irs.gov/uac/irs-
security-awareness-tax-tips

• FW-2/SSN Data Theft:  Info. for Businesses & Payroll 
Service Providers                                   
www.irs.gov/individuals/form-w2-ssn-data-theft-information-for-
businesses-and-payroll-service-providers

38
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IRS Resources

• Pub. 4524 Taxes.Security.Together.
• Pub. 4557 Safeguarding Taxpayer Data 
• Pub. 4600 Safeguarding Taxpayer Information 
• Pub. 5199 Tax Preparer Guide to Identity Theft 
• Pub. 5027 Identity Theft Info. for Taxpayers 
• Pub. 1345 Handbook for Authorized IRS e-file Providers 

(Security) 

Recorded Webinar:  Protect your clients; Protect yourself  
from data theft
https://www.irsvideos.gov/ProtectYourClientsProtectYourselfFr
omDataTheft-Webinar20160807/

39

Search on IRS.gov:
“Protect Your Clients; Protect Yourself ”
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Contact Information 

Name – Ley Mills

Phone Number – 804-916-3892

E-Mail Address – herbert.mills@irs.gov


